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The proliferation of uncrewed aircraft systems (UAS) has introduced a third dimension of
security threats that require multi-technology integrated solutions to enhance situational
awareness. The use of UAS by security professionals themselves adds to the complexity of
the airspace they must secure. 

Executive Summary

This white paper explores how traditional security paradigms and solutions fall short, while
next-generation solutions that fuse together multiple digital and autonomous technologies
with advanced radar systems into a unified operational framework can significantly amplify
security capabilities without breaking the budget. 

This holistic approach to security enables real-time adjustments and maximum response
efficiency. As the threat landscape continues to advance, the adoption of these next-
generation solutions will be crucial to provide effective threat mitigation across various
sectors.
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The Rise of the UAS 
Threat Vector
Increasingly, sophisticated UAS pose significant threats to security and privacy. These threats
include, but are not limited to, physical destruction, contraband, situational intelligence
gathering and intellectual property theft. The complexity and speed of these UAS threat
vectors require security solutions that can adapt quickly and effectively.

Physical Damage, Destruction, Contraband and Other Kinetic Effects

UAS can be used to carry out physical attacks, such as dropping explosives or other harmful materials.
UAS can be used in cyberattacks to bypass physical security measures by deploying network sniffing
and spoofing devices. They can also be used to bypass ground perimeters for the delivery of
weapons and contraband to support attacks from within secure spaces.
This capability poses a significant threat to critical infrastructure and public safety. The Russia-Ukraine
war, referred to by many as the “first real drone war” best illustrates how UAS can cause physical
damage, destruction and death. Two recent examples from that conflict highlight the reality of this
threat:
In March 2025, Russia reported a massive drone attack from Ukraine, with hundreds of drones
intercepted, including 91 targeting the Moscow region. This incident resulted in one fatality and
several injuries, along with damage to buildings from debris. Such attacks demonstrate the potential
for UAS to cause harm in densely populated urban areas.
Conversely, there have been reports of Russian forces using drones to target civilians in Ukraine.
Videos analyzed by the BBC suggest drone strikes on civilian areas. Additionally, there are unverified
claims of drones being used to deploy mines along pedestrian routes. These tactics underscore the
potential for UAS to be used in asymmetric warfare that targets both legitimate military targets and
innocent civilians.
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Over the past few decades, the U.S. military has extensively employed UAS for intelligence,
surveillance, and reconnaissance (ISR) missions. Platforms like the RQ-4 Global Hawk and MQ-9
Reaper, equipped with advanced sensors such as electro-optical and infrared cameras, gather real-
time data on enemy positions and movements. This capability has proven crucial in conflicts such as 

Intelligence Gathering

UAS can be employed for reconnaissance, to gather critical information about potential targets. This
intelligence can be used to plan more effective attacks or breaches. 
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Outside of the battlefield and in homelands across the globe, multiple media reports indicate that
consumer UAS have been used for physical surveillance, information gathering on security protocols
and to plan physical attacks. For instance, UAS equipped with high-quality cameras can observe shift
changes and security measures, providing valuable intelligence for potential breaches. 

Intellectual Property Theft

UAS can also be used to steal intellectual property by capturing sensitive information from businesses
and government entities. Unauthorized UAS can invade restricted areas and capture sensitive
information through high-resolution cameras or other sensors. This capability is particularly
concerning in industries where IP is crucial, such as technology and manufacturing.
For obvious reasons, most companies do not advertise these types of breaches. However, there have
been reported incidents of UAS crashing on Apple Park's campus, such as in 2018 when a UAS
crashed into the solar roof of the main building. While accidental, this incident highlights the potential
for drones to access restricted areas. As a result, Apple has implemented "no drone zone" policies
and employed security measures to deter unauthorized UAS flights. This includes using advanced
technologies for UAS detection.
Security professionals must operate within this complex threat environment.
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those in Iraq and Afghanistan, where UAS provided continuous surveillance and target acquisition
support. Today, small UAS can provide a similar, cheaper and more rapidly deployed capability.



The Complex Modern 
Security Environment
UAS have complicated security portfolios. This threat requires systems that can detect, track,
and respond to aerial intrusions in real-time. As the complexity of the threat vector continues
to increase, resources to deal with them seem to be shriveling up. Today security
professionals are expected to cover broader threat areas with fewer resources. 

Broader Threat Spectrum 

The threat landscape continues to expand.  As noted, UAS pose a significant challenge due to their
ability to operate in various environments. These threats will only continue to increase as UAS
become even more commonplace, more discrete and more autonomous.

Siloed Expertise and Operational Paradigm

Traditional security solutions often rely on siloed expertise where different subject matter experts
(SMEs) work in isolation.  For example, anti-terror, asset security, mission operations and operation
center management may all work independently of each other. This approach can lead to fragmented
and inefficient responses, as each SME may focus on a specific aspect of security without considering
the broader operational context.

Scale of the Security Solution Landscape

The scale of modern security solutions has vastly grown. It now encompasses a wide range of
technologies and operational systems, that more often than not also includes the integration of UAS
into security portfolios. This further complicates the technology landscape by requiring systems that
can fuse multiple sensor feeds into a single pane of glass, provide actionable real-time monitoring,
distinguish between friend and foe, and rapidly respond to dynamic threats.

Modern Security Solution Constraints

At the same time, modern security environments face significant constraints, including the need to do
more with fewer resources to cover larger threat areas. Security organizations are routinely tasked to
protect these areas with less personnel. And as the number of sensor feeds, intrusion detection
systems and false alarms proliferate, their ability to act decisively is greatly diminished.
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Tackling Next-Generation
Security Challenges Holistically
Security solutions must scale with this ever-changing threat landscape, without breaking
budgets. Combining advanced radar with autonomous technologies offers an affordable,
scalable and adaptable framework to address these challenges. Integrating these technologies
into a common operational picture (COP) significantly enhances security capabilities, even in
organizations with constrained resources. It starts with an integrated framework.

Integrated Planning

A holistic approach to security involves integrating all relevant expertise into a unified model. This
allows for comprehensive planning and predictive operations so security systems can adapt to
changing threats. 
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Modeling and simulation systems can create “digital twins” of physical infrastructure, resources,
threats and environmental conditions. These systems can generate thousands of scenarios with
varying security configurations, response plans and facility operations. Plans that embrace integrated
command and control systems (C2) based on these digital twins enable real-time adjustments,
maximize the effectiveness of security responses, ensure system adaptability to changing threats and
optimize resource allocation.

Integrated Operations

Integrated operations can also be driven by the same C2 systems used for planning and prediction
and employing those same virtual models and simulations. 
During operations, the ability to make theater-based adjustments allows security systems to adapt
quickly to changing operational environments. This flexibility is crucial to respond effectively to
dynamic threats.

An Intelligent Systems Approach

In the world of security, autonomous systems, including UAS and ground vehicles, have proven
essential to compensate for resource limitations. They can operate continuously to provide persistent
surveillance and rapid response capabilities. The integration of these autonomous systems with
advanced sensor technologies like radar, further enhances situational awareness, for an even more
effective threat detection and mitigation solution. But for this approach to work, data streams must be
actionable and reinforcing. Artificial intelligence techniques applied to data acquisition at the edge
can discern the nature and veracity of threats in real-time, while collaborating with other signals to
confirm significance for operators and machines, and reducing false alarms. 
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About MatrixSpace 
Radar-Plus-AI Sensors

MatrixSpace intelligent radar sensors are designed to
provide integrated situational awareness. By combining
advanced radar with artificial intelligence-driven
classification and de-clutter capabilities, these systems
offer configurable radar coverage and real-time object
detection and tracking. This makes them ideal for
dynamic security environments, especially those
leveraging robotic/drone response systems.

Multi-Modal Awareness

By combining radar with other sensors to deliver holistic monitoring coverage, the
MatrixSpace platform offers unparalleled multi-modal situational awareness. The
platform’s open architecture and secure APIs allow it to be easily integrated with other
digital technologies, supporting slew-to-cue collaboration between sensors, classic
sensor fusion, and drone management use cases. This cost-effective solution plays a
crucial role in providing the level of integrated situational awareness required to both
power autonomous vehicles and detect threats on ground or in close airspace. 

6

®

Configurable Radar Coverage: MatrixSpace radar systems offer configurable coverage
from 100° to 360° along with industry-leading range and flexibility. This highly adaptable
capability allows for easy modification of safety corridors and security perimeters without
extending infrastructure.

Advanced Real-Time AI Classification: The advanced real-time AI classification
capabilities of MatrixSpace AI enable the system to distinguish between various object
types, whether small UAS, other aircraft, ground vehicles or people. This reduces false
alarms and increases accuracy. Classification and filtering are computed entirely on-
device, at the edge for real-time integrity. Local storage allows easy system playback
without cloud dependence. This technology is particularly effective in environments
where traditional camera-based systems may fail due to adverse conditions.
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Enterprise-Grade Security and Management: MatrixSpace platforms provide the highest
levels of security, while offering management simplicity. This ensures that systems are
secure, reliable and easy to manage. This is especially critical for operational integrity in
high-security environments.

Comprehensive Coverage

This approach to multi-modal situational awareness, which involves combining different
sensors, such as radar, cameras, and acoustic sensors, ensures redundancy, reduces false
alarms and validates actual threats by providing multiple data points for threat verification.
Sensor fusion integrated within a comprehensive planning and operations environment
delivers a true COP that reduces operator load and improves overall security
responsiveness. The return on investment (ROI) for this COP includes: 

The combination of MatrixSpace’s advanced radar systems with other sensors provides
multi-modal situational awareness that delivers comprehensive coverage for both
autonomous systems and threats. 

Continuous Coverage: Advanced radar systems provide persistent monitoring
capabilities to detect intruders and track their movements in real-time. Human operators
and autonomous systems then use this information to respond swiftly to targeted threats.

Time to Response: The integration of advanced radar with autonomous systems
significantly reduces the time to response. This allows for rapid intervention in security
breaches, critical to mitigating the potential impacts of threats.

Cloudless Operation: Edge-based discernment in real time allows for immediate analysis
and decision-making at the point of detection, a capability critical to respond quickly to
dynamic threats. It also reduces, and can in some cases eliminate, cloud processing
dependencies. This lowers backend computational cost and points of failure.

Accuracy and Confidence: The layering and fusion of different technologies creates a
robust security framework through redundancy, false positive reduction and multi-point
threat verification.

Cueing For Context: The slew to cue functionality allows cameras to focus on detected
threats. This provides visual confirmation for greater situational awareness. This crucial
contextual information enables security personnel to confidently prioritize responses
based on real threats.

Autonomy Enablement: Advanced radar systems inform autonomy by providing real-time
data that enables autonomous systems to make informed decisions. This integration
allows autonomous systems to be used for an expanded range of security responses,
protecting human resources from threat exposure.
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About ARES Security 
AVERT  Physical Security Simulation and
AVERT MPO Mission Planning and Operations
Platforms

®

The AVERT Physical Security and AVERT MPO advanced platforms integrate multiple digital
and autonomy technologies into a COP. The integration of various technologies into this
unified framework allows AVERT Physical Security and AVERT MPO to provide
comprehensive security capabilities. 

Unified Operational Framework

ARES technology plays a critical role in modern security environments by providing a
comprehensive approach to security threat assessment, mission planning and response. It
focuses on creating a unified operational framework that fuses advanced radar, other
advanced sensors, digital twin simulation and AI to enhance security capabilities. ARES
technology also integrates with autonomous systems, such as UAS and ground vehicles
to provide robust surveillance and rapid response capabilities. 
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By integrating various digital and autonomous technologies, ARES enables predictive
operations and enhances situational awareness. This holistic approach enhances
situational awareness and enables effective threat detection and mitigation with real-time
adjustments and maximum response efficiencies, which are all crucial in dynamic security
scenarios. 



MATRIXSPACE ARES SECURITY

Integration with Advanced Radar Systems

The integration of ARES Security technology with advanced radar systems, like
MatrixSpace, merits further discussion. This combination, which increases situational
awareness and allows for rapid threat response, provides:
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67% of the North American commercial nuclear power fleet rely on AVERT, and the U.S.
Department of Defense (DOD) has accredited this software. This badge of approval
indicates that these solutions meet stringent standards for security and operational
excellence and underscores the reliability and effectiveness of ARES’ technology in high-
security environments. 

Enhanced Situational Awareness: The fusion of ARES technology with radar and
autonomous systems provides a comprehensive view of the operational environment,
allowing security personnel to have the real time information needed to respond
effectively to threats.

Real-Time Threat Detection: Advanced radar systems can detect and track potential
threats in real-time, enabling swift responses.

Predictive Operations: AVERT software enables predictive operations by integrating all
relevant elements of the site/mission (terrain, buildings, roads, barriers, sensors, weapons,
personnel, weapons, etc.) into a unified model, allowing for comprehensive planning and
adaptive responses.
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Success Stories:
Proving Real-World Impacts

Advanced radar and autonomous technologies have been successfully applied across various
sectors, including defense, infrastructure protection and emergency response.

Protecting Our Defenders

In defense contexts, advanced radar systems like MatrixSpace offer critical situational awareness for
forces deployed to forward operating bases (FOBs) and in combat theaters. The integration of these
systems with autonomous technologies enhances operational capabilities through real-time
intelligence and facilitating rapid decision-making. A recent security exercise and demonstration
showcased the effectiveness of the AVERT MPO and MatrixSpace radar integration in providing 
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MatrixSpace sensor systems have also
been integrated with counter-UAS systems.
A recent field demonstration successfully
facilitated slew-to-cue with optical sensors
for multiple fixed-wing and rotary-wing UAS
target acquisition and mitigation. 

comprehensive security capabilities in
dynamic environments. Using radar
sensors deployed on Ghost Robotics
Quadrupedal Unmanned Ground Vehicles
(Q-UVG), the Q-UVG systems tracked
multiple ground-based targets initially cued
from aerial surveillance, but obscured by
ground cover, all controlled remotely from
the AVERT MPO command center.

Critical to Our Infrastructure

Commercial nuclear power is a highly regulated industry with requirements and precautions in place
to assure public safety and prevent the release of radioactive materials. In the area of physical
security, the imposed requirements rely on qualitative insights gained from subject matter experts
(SMEs) rather than quantified and repeatable assessments or evaluations.
The AVERT Digital Twin combines SME expertise with, verified, validated, and accredited (VV&A)
modeling and simulation software to review, evaluate, and optimize a facility’s physical security
posture and provide a quantitative vulnerability assessment. AVERT solutions are used throughout 
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the commercial nuclear industry to assess vulnerabilities, improve the security posture while reducing
requirements for 24 x 7 security staff. 
Radar sensors can be used to extend the range of physical security perimeter monitoring and detect
unauthorized aerial incursions by drones. Integrated with AVERT systems, MatrixSpace sensors can
help utilities prevent trespassing, vandalism, and other threats with precision and efficiency, day and
night, in all weather conditions.  
Asset owners of substations and power generation infrastructure have leveraged this multi-modal
technology solution to detect intruders early, prevent sabotage and ensure the continuity of critical
services.
In short, the advanced real-time AI classification capabilities of MatrixSpace sensors enable accurate
object detection, reduce false alarms and increase response efficiency, without big infrastructure
investments.

Border Security

ARES and MatrixSpace have partnered to secure borders and monitor movements around and across
long, uncontrolled boundaries. The low power consumption, small form factor and high-performance
characteristics of MatrixSpace radar devices afford significant scalability in deployment and adoption,
especially in remote environments. 
MatrixSpace was recently selected by the U.S. Department of Homeland Security’s (DHS) innovation
hub for use in multiple applications across a variety of mission environments, including use cases
identified by the DHS Customs and Border Protection (CBP) agency. 
A key use case to be supported by MatrixSpace sensor technology is detect-and-avoid capabilities
for BVLOS drone monitoring of a wide range of large, complex, often remote locations operated by
CBP.

Railway Security

Railway infrastructure, as a critical component of national economies and public safety, has become a
prime target for potential threats. The use of advanced technologies like UAS for surveillance and 
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Advanced radar systems, such as those provided by MatrixSpace, play a crucial role in enhancing
railway security. By integrating these systems with autonomous technologies, railways can achieve
comprehensive monitoring and rapid response capabilities. This integration is vital for detecting
intruders, tracking UAS and preventing sabotage or accidents.

inspection has become increasingly important in maintaining the integrity of rail networks. However,
this also introduces new challenges, such as ensuring safe BLVOS operations and preventing
unauthorized UAS activity.

Enabling BVLOS Inspections

The integration of MatrixSpace radar with drone automation also allows for safe BVLOS operations.
This capability is critical for inspecting extensive rail networks efficiently. By quadrupling inspection
rates and providing real-time monitoring, these technologies help mitigate risks such as derailments
and improve emergency response times. The ability to operate drones BVLOS, supported by AI-
enhanced radar, ensures comprehensive coverage of rail networks without the need for extensive
infrastructure.

Increasing Efficiencies

The use of drones for rail inspections, supported by advanced radar and AI, significantly enhances
efficiency. In the context of railways, this means combining radar, drones, and AI to create a robust
security framework. This integration allows for:

Advanced radar systems can detect and track potential threats in real-time, enabling swift
responses.

Real-Time Threat Detection

AI can analyze data from inspections to predict maintenance needs, reducing downtime and
improving overall rail network reliability.

Predictive Maintenance

The fusion of radar, drone surveillance, and AI provides a comprehensive view of the
operational environment, ensuring that security personnel have the information needed to
respond effectively to threats.

Enhanced Situational Awareness

Contrast this with traditional inspection methods which often require manual checks that can be time-
consuming and risky. By leveraging autonomous drones, rail operators can:

Autonomous drones can cover large areas quickly, reducing the time required for inspections.
Increase Inspection Speed

Drones minimize the risk of human injury during inspections, especially in hazardous or hard-to-
reach areas.

Improve Safety

AI-enhanced systems can detect anomalies and defects more accurately than manual inspections.
Enhance Accuracy
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A Leap Forward, 
One Step Ahead
The integration of advanced radar and autonomous technologies represents a significant leap
forward in staying one step ahead of UAS threats. By fusing multiple digital and autonomy
technologies into a unified operational framework, such as the suite of ARES Security AVERT
security solutions with MatrixSpace advanced radars, resource-limited security professionals
can take holistic approach to security without significant financial outlay.

The need for this type of next-generation security solution will only increase, as UAS become
even more prevalent and threat vectors change across various sectors. Proactive and
adaptable security strategies to safeguard critical infrastructure, national security and public
safety must be factored into an increasingly UAS-dependent world.
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